PAGE 1 OF13
ORDER FOR SUPPLIES OR SERVICES
1. CONTRACT/PURCH ORDER/AGREEMENT NO.| 2. DELIVERY ORDER/CALL NO. 3. DATE OF ORDER/CALL 4. REQUISITION/PURCH REQUEST NO. 5. PRIORITY
(YYYYMMMDD)
SPE4A5-16-M-2844 2016 JAN 27 N6592353510724 DO-C9
6. ISSUED BY CODE |SPE4A5 7. ADMINISTERED BY (If other than 6) CODE |SPE4A5 8. DELIVERY FOB
DLA AVIATION
ASC SUPPLIER OPER OEM DIVISION ggt\: g\LljléglL?é\‘R OPER OEM DIVISION 7X DESTINATION
8000 JEFFERSON DAVIS HIGHWAY 8000 JEFFERSON DAVIS HIGHWAY OTHER
RICHMOND VA 23297 RICHMOND VA 23297
USA — ;
. USA (See Schedule if
Local Admin: Maurice Anderson DMA0010 Tel: 582-5789 ity .
Email: Maurice.Anderson@dla.mil Criticality: A PAS: None other)
9. CONTRACTOR CODE | 81982 FACILITY 10. R(EI-YI\\;ETWIA?DS?B POINT BY (Date) | 11, X IF BUSINESS IS
190 DAYS ADO SMALL
HYDRO-AIRE, INC. DBA 12. DISCOUNT TERMS SHALL DISAD-
NAME 3000 WINONA AVE Fast Pay Net 15 WOMEN-OWNED
AND BURBANK CA 91504-2540
ADDRESS USA 13. MAIL INVOICES TO THE ADDRESS IN BLOCK
See Block 15
14. SHIP TO CODE 15. PAYMENT WILL BE MADE BY CODE |SL4701 MARK ALL
DEF FIN AND ACCOUNTING SVC PACKAGES AND
BSM PAPERS WITH
SEE SCHEDULE, DO NOT SHIP TO ADDRESSES ON THIS PAGE P O BOX 182317 IDENTIFICATION
COLUMBUS OH 43218-2317 NUMBERS IN
USA BLOCKS 1 AND 2.
16 DELIVERY/ . . L . . . .
. CALL This delivery order/call is issued on another Government agency or in accordance with and subject to terms and conditions of above numbered contract.
TYPE
OF PURCHASE Reference your Offer/Quote dated 2016 JAN 25 furnish the following on terms specified herein.
ORDER X ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE ORDER AS IT MAY PREVIOUSLY HAVE
BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.
NAME OF CONTRACTOR SIGNATURE TYPED NAME AND TITLE DATE SIGNED
. ) , . ) . (YYYYMMMDD)
If this box is marked, supplier must sign Acceptance and return the following number of copies:
17. ACCOUNTING AND APPROPRIATION DATA/LOCAL USE
BX: 97X4930 5CBX 001 2620 S33189 $1039.00
20. QUANTITY
22. UNIT 23. AMOUNT
18. ITEM NO. 19. SCHEDULE OF SUPPLIES/SERVICES ORDERED/ ACCEPTED* | 21UNIT |#50 n
Award sent EDI, Do not duplicate shipment 1.000
* If quantity accepted by the Government is 24. UNITED STATES OF AMERICA 25. TOTAL
same as quantity ordered, indicate by X. Ruth Wade 4]2 z 26
If different, enter actual quantity accepted below Ruth.Wade@dla.mil - DIF&FERENCES
quantity ordered and encircle. BY: GAE0334 CONTRACTING/ORDERING OFFICER

27a. QUANTITY IN COLUMN 20 HAS BEEN

ACCEPTED, AND CONFORMS TO

INSPECTED RECEIVED

THE CONTRACT EXCEPT AS NOTED:

b. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE c. DATE d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE
(YYYYMMMDD)
e. MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 28. SHIP. NO. 29. D.0. VOUCHER NO. 30. INITIALS
PARTIAL 32. PAID BY 33. AMOUNT VERIFIED CORRECT FOR
f. TELEPHONE NUMBER g. E-MAIL ADDRESS FINAL
31. PAYMENT 34. CHECK NUMBER

36. 1 CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT. COMPLETE

a. DATE b. SIGNATURE AND TITLE OF CERTIFYING OFFICER PARTIAL 35. BILL OF LADING NO.
(YYYYMMMDD) 1 FINAL
37.RECEIVED | 38. RECEIVED BY (Print) 39. DATE RECEIVED [40. TOTAL CON- 41. SIR ACCOUNT NUMBER 42. S/R VOUCHER NO.

(YYYYMMMDD) TAINERS

DD FORM 1155, DEC 2001

PREVIOUS EDITION IS OBSOLETE.

Adobe Professional 8.0




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED: PAGE 2 OF 13 PAGES

SPE4A5-16-M-2844

PER BAM 13-33 06/14/13, DLA Aviation local clauses
IMSP Guidance.

** ATTENTION VENDORS **

PLEASE USE THE FOLLOWING LINK FOR ALL PAYMENT AND WIDE AREA WORKFLOW INFORMATION :
http://www.dfas.mil/ecommerce/wawf/info.html
http://www.dla.mil/WideAreaWorkflow/Pages/defaul t.aspx

**PLEASE INCLUDE ALL THE ORIGINAL DOCUMENT NUMBERS (ODN’s) ON THE PACAKGING SLIPS SO THAT ALL MATERIAL IS
RECEIPTED CORRECTLY FOR ALL DELIVERIES. **

[ DESCRIPTION ] : BODY
[MATERIAL] : 84542

[ ODN ] : N6592353510724
[ PR# ] : 61662408
***FOB — DESTINATION***

NSPECTION/ACCEPTANCE POINT - DESTINATION
PLEASE REFER TO YOUR:

[ QUOTE # ] : NONE
[ DATED ] : 25-JAN-2016
[ OUR AWARD OR SOLICITATION # ] : SPE4A5160Q0754

NOTIFICATION OF REJECTION OF UNILATERAL AWARD (MAR 2001)

Unless this is a bilateral award, notice of rejection as described herein is required. The Government's offer
to purchase, as evidenced by this order, is made on the basis of your quotation. Although you are not legally
obligated to perform on a unilateral purchase order, you should promptly notify the DLA Aviation contract
administrator in writing if you do not intend to perform this order by the specified delivery date. Prompt
notification means as soon after receiving notice of award as practicable given the circumstances.

FAILURE TO PROVIDE PROMPT NOTICE WILL ADVERSELY AFFECT YOUR PAST PERFORMANCE AUTOMATED BEST VALUE SYSTEM
SCORE IF THIS ORDER IS LATER CANCELLED AT OTHER THAN THE GOVERNMENT'S REQUEST.

“Accelerated and partial deliveries are acceptable”.

CONTINUED ON NEXT PAGE
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SECTION B

SUPPLIES/SERVICES: 4820-LLNCA0933

ITEM DESCRIPTION:

BODY

IDENTIFY TO:

MIL-STD-130N(1l) DATED 16 NOV 2012.
IDENTIFICATION MARKING OF U.S. MILITARY PROPERTY

SAMPLING :

SAMPLING :

THE SAMPLING METHOD SHALL BE IN ACCORDANCE WITH MIL-STD-1916 OR ASQ H1331, TABLE 1 OR A COMPARABLE ZERO BASED
SAMPLING PLAN UNLESS OTHERWISE SPECIFIED BY THE CONTRACT. IF THE APPLICABLE DRAWING, SPECIFICATION, STANDARD,

OR QUALITY ASSURANCE PROVISION
VERIFICAITON LEVELS OF VITI,

(QAP) SPECIFIES CRITICAL, MAJOR AND/OR MINOR ATTRIBUTES, THEY SHALL BE ASSIGNED
IV AND IT OR AQLS OF 0.1, 1.0 AND 4.0 RESPECTIVELY. UNSPECIFIED ATTRIBUTES SHALL

BE CONSIDERED AS MAJOR UNLESS SAMPLING PLANS ARE SPECIFIED IN APPLICABLE DOCUMENTS. FOR MIL-STD-1916, THE
MANUFACTURER MAY USE THE ATTRIBUTE OR VARIABLE INSPECTION METHOD AT THEIR OPTION OR PER THE CONTRACT.
MIL-STD-105/ASQ Z1.4 MAY BE USED TO SET SAMPLE LOT SIZE, BUT ACCEPTANCE WOULD BE ZERO NON-CONFORMANCES IN THE
SAMPLE LOT UNLESS OTHERWISE SPECIFIED IN THE CONTRACT.

SHELF LIFE:
NO SHELF LIFE

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT

0001 4820-LLNCA0933
BODY / 84542

PRICING TERMS: Firm Fixed Price
QTY VARIANCE: PLUS 0%
INSPECTION POINT: DESTINATION
ACCEPTANCE POINT: DESTINATION

FOB: DESTINATION DELIVERY DATE:

PREP FOR DELIVERY:

PKGING DATA-QUP:001

1.000 EA

2016 AUG 04

SHALL BE PACKAGED STANDARD IN ACCORDANCE WITH ASTM D 3951.

Markings Paragraph

When ASTM D3951, Commercial Packaging is specified, the following apply:
*,,All Section “D” Packaging and Marking Clauses take precedence over

CONTINUED ON NEXT PAGE
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SECTION B

SUPPLY/SERVICE: 4820-LLNCA0933 CONT'D

ASTM D3951.

*,,In addition to requirements in MIL-STD-129, when Commercial Packaging

is used, the Method of Preservation for all MIL-STD-129 marking and labeling shall be “CP” Commercial Pack.
*,,The Unit of Issue (U/I) and Quantity per Unit Pack (QUP) as specified

in the contract take precedence over QUP in ASTM D3951.

PARCEL POST ADDRESS:

N65923

FLEET READINESS CENTER EAST

PSC 8021

MCAS CHERRY POINT NC 28533-0021
Us

SHIP BY FASTEST TRACEABLE MEANS. DO NOT USE PARCEL POST.
FREIGHT SHIPPING ADDRESS:

N65923

FLEET READINESS CENTER EAST-NADEP
MARINE CORPS AIR STATION
CUNNINGHAM STREET BLDG 159 BAY R4
CHERRY POINT NC 28533-5040

Us

M/F: (TCN) N6592353510724

RDD: 351

PROJ 705 TP 1

SUP ADD SIG A

FOR GOVERNMENT USE ONLY:IPD 03

DIC AOD DIST 9B ADV 24 FC PC

GOVT USE

External External External Customer RDD/
ITEM PR PRLI PR PRLI Material Need Ship Date
0001 0061662408 0001 N/A N/A N/A N/A

hhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk kA hkhhkAhA hkhAAkA hkhk kA A hkh kA Ak h kA hk hkhk kA hk hkhk kA k hkhk kA k hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkdkhkkhkhkdkhkkkkx%

CONTINUED ON NEXT PAGE
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SECTION D - PACKAGING AND MARKING
52.211-9010 SHIPPING LABEL REQUIREMENTS - MILITARY-STANDARD (MIL-STD) 129P (APR 2014) DLAD

52.211-9010 SHIPPING LABEL REQUIREMENTS — MILITARY STANDARD (MIL-STD) 129P (NOV 2011), ALT | (AUG 2005)
DLAD

52.211-9053 EXPEDITED HANDLING SHIPMENTS (NOV 2011) DLAD
52.246-9062 REPACKAGING TO CORRECT PACKAGING DEHCIENCIES (SEP 2008) DLAD

52.247-9012 REQUIREMENTS FOR TREATMENT OF WOOD PACKAGING MATERIAL (WPM) (FEB 2007) DLAD

SECTION E - INSPECTION AND ACCEPTANCE
52.211-9022 SUPERSEDED PART-NUMBERED ITEMS (NOV 2011) DLAD
(a) Part number (P/N) changes. Part number changes are acceptable onlywhen the offeror completes the following verification:

The offeror represents that the P/N requested in the solicitation has been changed from
CAGE ,

P/N to

P/N

and that this is a part number change only. The reason for the change is

*kkk

52.211-9023 SUBSTITUTION OF ITEM AFTER AWARD (NOV 2011) DLAD

52.246-2 INSPECTION OF SUPPLIES HXED PRICE (AUG 1996) FAR

SECTION F - DELIVERIES OR PERFORMANCE

52.211-16 VARIATION IN QUANTITY (APR 1984) FAR

*kkk

(b) The permissible variation shall be limited to:

0 Percentincrease

0 Percentdecrease

This increase ordecrease shall applyto ALL .

52.211-17 DELIVERY OF EXCESS QUANTITIES (SEP 1989) FAR
52.242-17 GOVERNMENT DELAY OF WORK (APR 1984) FAR
52.247-34 F.O.B. DESTINATION (NOV 1991) FAR

52.247-52 CLEARANCE AND DOCUMENTATION REQUIREMENTS - SHIPMENTS TO DOD AIR OR WATER TERMINAL
TRANSSHIPMENT POINTS (FEB 2006) FAR

52.247-9037 TRANSSHIPMENT OF MATERIAL THROUGH DLA CONTAINERIZATION AND CONSOLIDATION POINTS (CCP)
(NOV 2011) DLAD

CONTINUED ON NEXT PAGE
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SECTION G- CONTRACT ADMINISTRATION DATA
252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (MAY 2013) DFARS

(a) Definitions. As used in this clause—

“Departmentof Defense Activity Address Code (DoDAAC)” is a six position code that uniquelyidentifies a unit, activity, or organization.
“Documenttype” means the type of paymentrequestor receiving report available for creation in Wide Area WorkFlow (WAWF).

“Local processing office (LPO)” is the office responsible for paymentcertification when paymentcertification is done external to the
entittementsystem.

(b) Electronicinvoicing. The WAWF system is the method to electronicallyprocess vendor paymentrequests and receiving reports, as
authorized by DFARS 252.232-7003, Electronic Submission of PaymentRequests and Receiving Reports.

(c) WAWF access. To access WAWF, the Contractor shall—

(1) Have a designated electronic business pointof contact in the Central Contractor Registration athttps://www.acquisition.gov; and
(2) Be registered to use WAWF at https:/iwawf.eb.mil/following the step-by-step procedures for self-registration available atthis web
site.

(d) WAWF training. The Contractor should follow the training instructions ofthe WAWF Web-Based Training Course and use the
Practice Training Site before submitting paymentrequests through WAWF. Both can be accessed byselecting the “Web Based
Training” link on the WAWF home page at https://lwawf.eb.mil/

(e) WAWF methods of documentsubmission. Documentsubmissions maybe via web entry, Electronic Data Interchange, or File
Transfer Protocol or Payweb

(1) To access PayWeb, the vendor may go to the following site: https:/onronline.onr.navy.mil/payweb/

(2) For instructions on PayWeb payment request submission, please
contact the office identified below:

(Contracting Officer: Insert applicable ONR Regional Office information)]

() WAWF paymentinstructions. The Contractor mustuse the following information when submitting paymentrequests and receiving
reports in WAWF for this contract/order:
(1) Document type. The Contractor shall use the following document type(s).

Note: If a “Combo” documenttype is identified but not supportable bythe Contractor's business systems, an “Invoice” (stand-alone) and
“Receiving Report” (stand-alone) documenttype may be used instead.)

(2) Inspection/acceptance location. The Contractor shall selectthe following inspection/acceptance location(s) in WAWEF, as
specified by the contracting officer.

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields
in WAWF when creating payment requests and receiving reports in the system.
Routing Data Table*

Held Name in WAWF | Data to be entered in WAWF
Pay Official DODAAC \ SL4701
Issue By DoDAAC ‘ SPEFA5
Admin DoDAAC ‘ SPEFA5
Inspect By DoDAAC | SPEFA5
Ship To Code | N65923
Ship From Code \ 81982
Mark For Code | SEE SCHEDULE
Service Approver (DoDAAC) | N/A
Service Acceptor (DoDAAC) ‘ N/A

CONTINUED ON NEXT PAGE
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Accept at Other DoDAAC | 81982
LPO DoDAAC ‘ N/A
DCAA Auditor DoDAAC | NA
Other DoDAAC(s) | N/A

(*Contracting Officer: Insert applicable DoDAAC information or “See schedule”

if multiple ship to/acceptance locations apply, or “Not applicable.”)

(4) Payment requestand supporting documentation. The Contractor shall ensure a paymentrequestincludes appropriate contractline
item and subline item descriptions ofthe work performed or supplies delivered, unitprice/costper unit, fee (if applicable), and all
relevant back-up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in supportofeach paymentrequest.

(5) WAWF email notifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email
Notifications” field of WAWF once a document is submitted in the system.

(9) WAWF pointof contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF point
of contact.

(2) For technical WAWF help, contact the WAWF helpdesk at866-618-5988.
(End of clause)

SECTION H - SPECIAL CONTRACT REQUIREMENTS

52.246-9039 REMOVAL OF GOVERNMENT IDENTIFICATION FROM NON-ACCEPTED SUPPLIES (NOV 2011) DLAD

(a) The Contractor shall remove or obliterate from a rejected end item and its packing and packaging, any marking, symbol, or other
representation thatthe end item or any part of it has been produced or manufactured for the United States Government. Removal or
obliteration shall be accomplished priorto any donation, sale, or disposal in commercial channels. The Contractor, in making dispositon
in commercial channels ofrejected supplies, is responsible for compliance with requirements ofthe Federal Trade Commission Act (15
United States Code (U.S.C.) 45 et seq.) and the Federal Food, Drug and Cosmetic Act (21 U.S.C. 301 et seq.), as well as other Federal
or State laws and regulations promulgated pursuantthereto.

(b) Unless otherwise authorized by the Contracting Officer, the Contractoris responsible forremoval or obliteration of government
identifications within 72 hours ofrejection of nonconforming supplies including supplies manufactured for the Governmentbut not
offered or suppliestransferred from the Government's accountto the cold storage Contractor's accountatorigin or destination. (For
productrejected at destination and returned to the Contractor's plant,the 72 hour period starts with the time of Contractor receipt of
returned product). After removal or obliteration is accomplished and prior to disposition, the Contractor mustnotify the Government
inspector.

(End of Clause)

SECTION |- CONTRACT CLAUSES
252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFHCIALS (SEP 2011) DFARS
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013) DFARS

252.203-7997 PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN INTERNAL CONHDENTIALITY
AGREEMENTS (OCT 2015) DFARS

(a) The Contractor shall notrequire employees or subcontractors seeking to reportfraud, waste, or abuse to sign or comply with
internal confidentialityagreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully
reporting such waste, fraud, or abuse to a designated investigative orlaw enforcementrepresentative of a Federal departmentor
agency authorized to receive such information.

(b) The Contractor shall notify employees thatthe prohibitions and restrictions of any internal confidentialityagreements covered
by this clause are nolongerin effect.

CONTINUED ON NEXT PAGE
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(c) The prohibitionin paragraph (a) of this clause does notcontravene requirements applicable to Standard Form 312, Form 4414,
or any otherform issued bya Federal departmentoragency governing the nondisclosure of classified information.

(d)(1) Use of funds appropriated (or otherwise made available) bythe Continuing Appropriations Act, 2016 (Pub. L. 114-53) or any
other FY 2016 appropriations actthat extends to FY 2016 funds the same prohibitions as contained in sections 743 ofdivision E, title
VI, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) may be prohibited, ifthe Government
determines thatthe Contractoris notin compliance with the provisions ofthis clause.

(2) The Government may seek any available remedies in the event the Contractor fails to perform in accordance with the
terms and conditions ofthe contract as a resultof Governmentaction underthis clause.

(End of clause)
252.204-7000 DISCLOSURE OF INFORMATION (AUG 2013) DFARS
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) DFARS
252.204-7004 ALTERNATE A, SYSTEM FOR AWRD MANAGEMENT (FEB 2014) DFARS

252.204-7008 COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS (OCT 2015) DFARS
(a) Definitions. As usedin this provision—

“Controlledtechnicalinformation,” “covered contractor information system,”and “covered defense information”are defined in clause 252.204-
7012, Safeguarding Covered Defense Information and Cyber Incident Reporting (DEVIATION 2016-O0001)(OCT 2015).

(b) The securityrequirements required by contract clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident
Reporting (DEVIATION 2016-00001)(OCT 2015) shall beimplemented for all covered defense information on all covered contractor information
systems that support the performance ofthis contract.

(c) If the Offeror anticipates that additional time willbe necessaryto implement derived security requirement 3.5.3“Use of multifactor
authenticationfor localand network accessto privileged accounts and for network access to non-privileged accounts”within National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Informationin Nonfederal Information
Systems and Organizations (s ee http://dx.d0i.org/10.6028/NIST.SP.800-171), the Offeror shall notifythe Contracting Officerthat theywill
implement the requirementwithin 9 months of contract award.

(d) Ifthe Offeror proposes to deviate from anyofthe securityrequirements inNIST SP 800-171thatis in effectatthe time the solicitationis
issued or as authorized bythe Contracting Officer, the Offeror shall submitto the Contracting Officer, for considerationbythe DoD Chief
Information Officer (CIO), a written explanation of—

(1) Why a particular security requirementis notapplicable; or
(2) How an alternative, but equally effective, securitymeasure is usedto compensate for the inabilityto satisfya particular requirement
and achieve equivalent protection.

(e) An authorizedrepresentative ofthe DoD CIO will approve or disapprove offerorrequests to deviate from NIST SP 800-171
requirements in writing priorto contractaward. Anyapproveddeviationfrom NIST SP 800-171 shall be incorporated intothe resulting contract.

(End of provision)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2015)
DFARS
(a) Definitions. As used in this clause—

“Adequate security’ means protective measures thatare commensurate with the consequences and probabilityof loss, misuse, or
unauthorized access to, or modification ofinformation.

“Compromise” means disclosure ofinformation to unauthorized persons, or a violation of the security policy of a system, in which
unauthorized intentional or unintentional dis closure, modification, destruction, or loss ofan object, or the copying of information to
unauthorized media mayhave occurred.

“Contractor attributional/proprietaryinformation” means information thatidentifies the contractor(s), whether directly or indirectly, by the
grouping ofinformation thatcan be traced backto the contractor(s) (e.g., program description, facility locations), personallyidentifiable
information, as well as trade secrets, commercial or financial information, or other commerciallysensitive information thatis not
customarilyshared outside ofthe company.

“Contractor information system” means an information system belonging to, or operated by or for, the Contractor.

CONTINUED ON NEXT PAGE
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“Controlled technical information” means technical information with military or space application thatis subjectto controls on the
access, use, reproduction, modification,

performance, display, release, disclosure, or dissemination. Controlled technical

information would meetthe criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction
5230.24, Distribution

Statements on Technical Documents. The term does notinclude information thatis lawfully publicly available withoutrestrictions.

“Covered contractor information system”means aninformation system thatis owned, or operated by or for, a contractor and that processes,
stores, or transmits covered defense information.
“Covered defenseinformation” means unclassified informationthat—

@) Is—

(A) Provided to the contractor by or on behalf of DoD in connectionwiththe performance of the contract; or

(B) Collected, developed, received, transmitted, used, or stored by or on behalf ofthe contractor insupport of the performance ofthe
contract;and

(i) Fallsinanyofthe following categories:

(A) Controlledtechnical information.

(B) Criticalinformation (operations security). Specific facts identified through the Operations Securityprocessabout friendly intentions,
capabilities, and activities vitallyneeded by adversaries for them to planand act effectively s o as to guarantee failure or unacceptable
consequences for friendly mission accomplishment (part of Operations Security process).

(C) Exportcontrol. Unclassified information concerning certain items, commaodities, technology, s oftware, or other informationwhose
exportcouldreasonablybe expected to adverselyaffectthe United States national securityand nonproliferation objectives. To include dual use
items; items identified in export administration regulations, international traffic in ams regulations and munitions list; license applications; and
sensitive nuclear technologyinformation.

(D) Any otherinformation, marked or otherwise identified in the contract, that requires safeguarding or dissemination controls

pursuantto and consistentwith law, regulations, and Governmentwide policies (e.g., privacy, proprietary business information).
“Cyber incident” means actions taken through the use of computer networks thatresultin an actual or potentially adverse effect on an
information system and/or the information residing therein.

“Forensic analysis”means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a mannerthat
maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized processthatwill have adverse impactonthe
confidentiality, integrity, or availability of an information system. This definitionincludes a virus, wom, Trojan horse, or other code-based entity

thatinfects a host, as wellas spyware and some forms of adwatre.
“Media” means physical devices orwriting surfaces including, butis not limited to, magnetic tapes, optical disks, magnetic disks, large-
scale integration memorychips, and printouts onto which information is recorded, stored, or printed within an information system.

“Operationally critical support” means supplies or senices designated bythe Government as critical for airlift, sealift, intermodal transportation
services, or logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces ina contingency operation.

“Rapid(ly) report(ing)” means within 72 hours of discoveryof anycyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013,
Rights in Technical Data-Non Commercial ltems, regardless of whether or not the clause is incorporated in this solicitation or contract.
Examples oftechnical information include research and engineering data, engineering drawings, and associated lists, specifications,
standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses
and related information, and computer software executable code and source code.

(b) Adequate security. The Contractor shall provide adequate securityfor all covered defense information on all covered
contractor information systems thatsupportthe performance of work under this contract. To provide adequate security, the Contractor
shall—

(1) Implementinformation systems securityprotections on all covered contractorinformation systemsincluding, ata
minimum—

(i) Forcovered contractor information systems thatare part of an Information Technology (IT) service or system operatedon
behalfofthe Government—

(A) Cloud computingservices shallbe subjectto the securityrequirements specifiedin the clause 252.239-7010, Cloud
Computing Services, of this contract; and

CONTINUED ON NEXT PAGE
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(B) Any othersuchIT serviceor system (i.e., otherthan cloud computing) shallbe subjectto the securityrequirements
specified elsewherein this contract; or
(i) Forcoveredcontractorinformationsystemsthatarenotpartofan IT

service or system operated on behalf ofthe Governmentand therefore are not subjectto
the securityrequirement specified at paragraph (b)(1)(i) of this clause—

(A) The securityrequirements in National Institute of Standards and Technology (NIST) Special Publication (SP)
800-171, “Protecting Controlled
Unclassified Information in Nonfederal Information Systems and Organizations,”
(see http://dx.doi.org/10.6028/NIST.SP.800-171) that is in effect at the time the solicitation is issued or as authorized by the Contracting
Officer with the exception of the derived security requirement 3.5.3 “Use of multifactor authentication for local and network access to
privileged accounts and for network access to non-privileged accounts”, which will be required notlater than 9 months after award of
the contract, if the Contractor notified the contracting officer in accordance with paragraph (c) of the provision 252.204-7008,
Compliance with Safeguarding Covered Defense Information Controls (DEVIATION 2016-0O0001)(OCT 2015); or

(B) Alternative but equallyeffective security measures used to compensate for the inabilityto satisfy a particular
requirementand achieve equivalent protection approved in writing by an authorized representative of the DoD Chief Information Officer
(CIO) priorto contract award; and

(2) Apply otherinformation systems securitymeasures when the Contractor
reasonablydetermines thatinformation systems securitymeasures, in addition to those identified in paragraph (b)(1) of this clause,
may be required to provide adequate securityin a dynamic environmentbased on an assessed risk or wulnerability.

(c) Cyberincidentreporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered
defense information residing therein, or that affects the contractor’s abilityto perform the requirements ofthe contract that are
designated as operationallycritical support, the Contractor shall—

(i) Conductareviewfor evidence of compromise of covered defenseinformation, including, but notlimitedto, identifying
compromised computers, servers, specific data, and user accounts. This reviewshallalsoinclude analyzing covered contractor information
system(s) thatwere part ofthe cyberincident, as well as otherinformation systems onthe Contractor's network(s), thatmayhave been
accessedas aresultofthe incidentinorder to identify compromised covered defense information, or that affectthe Contractor’s ability to provide
operationally critical support; and

(i) Rapidlyreportcyberincidentsto DoD athttp://dibnet.dod.mil.

(2) Cyberincidentreport. The cyberincidentreportshall betreatedas information created byor for DoD and shallinclude, ata
minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance cettificate requirement. In order to report cyberincidents in accordance with this clause, the Contractoror
subcontractorshallhave or acquire a DoD-approved medium assurance cettificate to report cyberincidents. Forinformationon obtaininga
DoD-approved medium assurance certificate, see
http://iase.disa.mil/pki/eca/Pages/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software inconnectionwitha reported cyber
incident shall submit the malicious s oftware inaccordance withinstructions provided bythe Contracting Officer.

(e) Media preservation and protection. Whena Contractordiscovers a cyber incident has occurred, the Contractor shall preserve and
protectimages of allknown affected information systems identified in paragraph (c)(1)(i) of this clause and all relevant m onitoring/packet capture
data for atleast90 days from the submissionofthe cyberincidentreportto allow DoD to request the media or decline interest.

(f) Accessto additionalinformation or equipment necessary for forensicanalysis. UponrequestbyDoD, the Contractor shall provide DoD

with accessto additional information or equipment thatis necessaryto conduct a forensic analysis.
(g9) Cyberincidentdamage assessmentactivities. If DoD elects to conducta damage assessment, the Contracting Officer will
requestthat the Contractor provide all of the damage assessmentinformation gathered in accordance with paragraph (e) ofthis clause.

(h) DoD safeguardinganduse of contractor attributional/proprietaryinformation. The Governmentshall protect againstthe unauthorized
use orrelease of information obtained from the contractor (or derived from information obtained from the contractor) under this clause that
includes contractorattributional/proprietaryinformation, including s uchinformation submitted inaccordance with paragraph (c). To the maxmum
extentpracticable, the Contractor shall identifyand markattributional/proprietaryinformation. In making anauthorizedrelease of such
information, the Governmentwillimplement appropriate procedures to minimize the contractor attributional/proprietaryinformation thatis
includedin such authorizedrelease, seeking to include onlythatinformation thatis necessaryfor the authorized purpose(s) for which the
information is beingreleased.
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(i) Use and release of contractorattributional/proprietary information not created by or for DoD. Information thatis obtained from the
contractor (or derived from information obtained from the contractor) under this clause thatis not created byor for DoD is authorized to be
released outside of DoD—

(1) To entities withmissions thatmaybe affected bysuch information;
(2) Toentitiesthatmaybe called uponto assistin the diagnosis, detection, or mitigation of cyber incidents;
(3) To Governmententities that conduct counterintelligence or law enforcement investigations;

(4) Fornationalsecurity purposes, including cyber situational awareness and defense purposes (including with Defense Industrial
Base (DIB)participants inthe
program at32 CFR part236); or
(5) Toasupportservices contractor (“recipient”) thatis directly supporting Government activities under a contract thatincludes the
clause at252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported CyberIncident Information.
(i) Use and release of contractorattributional/proprietary information created byor for DoD. Information thatis obtained from the contractor
(or derived from information obtained from the contractor) under this clause thatis created by or for DoD (including the information submitted
pursuantto paragraph (c) ofthis clause)is authorized to be used and released outside of DoD for purposes and activities authorized by
paragraph (i) ofthis clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy
basedrestrictions on the Government's use and release of suchinformation.
(k) The Contractorshallconduct activities under this clausein accordance with applicable laws and regulations on theinterception,
monitoring, access, use, and disclosure of electronic communications and data.
(I) Other safeguarding or reporting requirements. The safeguardingand cyber incidentreportingrequired bythis clausein no way
abrogates the Contractor’s responsibility for othersafeguarding or cyberincident reporting pertaining to its unclassified information systems as

required by other applicable clauses ofthis contract, or as a result of other applicable U.S. Government statutory or regulatory requirements.
(m) Subcontracts. The Contractor shall—

(1) Includethe substance ofthis clause, includingthis paragraph (m), in all subcontracts, including subcontracts for commercial items;
and

(2) Require subcontractors to rapidly reportcyberincidents directlyto DoD at http://dibnet.dod.milandthe prime Contractor. This
includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon
as practicable.

(End of clause)
52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR
52.211-9052 NOTIFICATION TO GOVERNMENT OF AND CONTEMPLATED PRODUCTION PHASE-OUT (NOV 2011) DLAD
52.213-01 FAST PAYMENT PROCEDURE (MAY 2006) FAR
52.215-08 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT (OCT 1997) FAR
52.222-50 COMBATTING TRAFHCKING IN PERSONS (MAR 2015) FAR

52.222-50 COMBATING TRAFHCKING INPERSONS (MAR 2015), ALT | (MAR 2015) FAR

*kkk

(B) The following directive(s) or notice(s) applicable to employees performing work atthe contract place(s) of performance as indicated
below:

Document Title: Document may be obtained Applies performance to
from: in/at:

[Contracting Officer shallinserttitle of directive/notice; indicate the documentis attached or provide source (such as website link) for
obtaining document; and, indicate the contract performance location outside the U.S. to which the documentapplies.]

52.223-18 ENCOURAGING CONTRACTOR POLICIES TO BAN TEXT MESSAGING WHILE DRIVING (AUG 2011) FAR

52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (JUN 2008) FAR

CONTINUED ON NEXT PAGE
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52.232-01 PAYMENTS (APR 1984) FAR

52.232-08 DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) FAR

52.232-11 EXTRAS (APR 1984) FAR

52.232-25 PROMPT PAYMENT (JUL 2013) FAR

252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS (JUN 2012) DFARS
52.233-01 DISPUTES (MAY 2014) FAR

52.233-03 PROTEST AFTER AWARD (AUG 1996) FAR

52.233-04 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004) FAR

52.244-06 SUBCONTRACTS FOR COMMERCIAL ITEMS (APR 2015) FAR

52.246-9066 DOCUMENTATION OF TRACEABILITY (JAN 2009) DLAD

252.247-7023 TRANSPORATION OF SUPPLIES BY SEA (APR 2014) DFARS

52.249-01 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (HXED-PRICE) (SHORT FORM) (APR 1984) FAR
52.252-02 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) FAR

This contract incorporates one or more clauses byreference, with the same force and effect as if they were given in full text. Upon
request, the Contracting Officer will make their full text available. Also, the full text of a clause maybe accessed electronicallyat
this/these address(es): http://www.dla.mil/Acquisition and http:/farsite.hill.af.mil/.

(End of Clause)

52.252-06 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984) FAR

(a) The use inthis solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an authorized deviation
is indicated by the addition of “(DEVIATION)” after the date of the clause.

(b) The use in this solicitation or contract of any DoD FAR Supplement(DFARS) (48 CFR Chapter 2) clause with an authorized
deviationis indicated by the addition of “(DEVIATION)" after the name of the regulation.

(End of Clause)

52.253-01 COMPUTER GENERATED FORMS (JAN 1991) FAR
252.222-7007 REPRESENTATION REGARDING COMBATING TRAFHCKING IN PERSONS (JAN 2015) DFARS

252.225-7048 EXPORT CONTROLLED ITEMS (JUN 2013) DFARS
(a) Definition. “Export-controlled items,” as used in this clause, means items subject to the Export Administration Regulations
(EAR) (15 CFR Parts 730-774) or the International Traffic in Arms Regulations (ITAR) (22 CFR Parts 120-130). The term
includes:
(1) “Defense items,” defined in the Arms Export Control Act, 22 U.S.C. 2778(j)(4)(A), as defense articles, defense
services, and related technical data, and further defined in the ITAR, 22 CFR Part 120.
(2) “ltems,” defined in the EAR as “commodities”, “software”, and “technology,” terms that are also defined in the
EAR, 15 CFR 772.1.
(b) The Contractor shall comply with all applicable laws and regulations regarding export-controlled items, including, but not
limited to, the requirementfor contractors to register with the Departmentof State in accordance with the ITAR. The Contractor
shall consultwith the Department of State regarding any questions relating to compliance with the ITAR and shall consult with
the Department of Commerce regarding any questions relating to compliance with the EAR.
(c) The Contractor's responsibilityto comply with all applicable laws and regulations regarding export-controlled items exists
independent of, and is not established or limited by, the information provided by this clause.
(d) Nothing in the terms of this contract adds, changes, supersedes, or waives any of the requirements of applicable Federal
laws, Executive orders, and regulations, including but not limited to—
(1) The Export Administration Act of 1979, as amended (50 U.S.C. App. 2401, et seq.);
(2) The Arms Export Control Act (22 U.S.C. 2751, et seq.);
(3) The International Emergency Economic Powers Act (50 U.S.C. 1701, etseq.);

CONTINUED ON NEXT PAGE
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(4) The Export Administration Regulations (15 CFR Parts 730-774);
(5) The International Traffic in Arms Regulations (22 CFR Parts 120-130); and
(6) Executive Order 13222, as extended.

(e) The Contractor shall include the substance of this clause, including this paragraph (e), in all subcontracts.

(End of clause)
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